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It’s the most Azure-enabled release with improvements across performance, security, availability. It is part of MSFT Intelligent Data Platform, unifying database, analytics & governance.

HOW TO USE THIS FIELD MAP?2

If new to Azure SQL, you can start with Foundations, then

check References, and finally step through WAF Pillars.
Alternatively, feel free to jump through What's New or
specific WAF pillars.

Pages and Extents
Index Architecture
Memory Management
Query Processing
Thread Architecture
Transaction Log
Transaction Locking
Execution Plans

Statistics
Query Profile

System DB, Contained DB, Files & FGs

Collation, Remote Storage (Stream, Table, BLOB),
Full Text Search, Service Broker

MDS, DQS. Spatial, Graph, XML, JSON, CLR,
Language Extension

Tables, Views, Indexes, Sequence, Triggers,
Procedures, Functions, Track Changes

SQL Server on Linux, Container (Linux)

Big Data Cluster

Migration Tools: DB Experiment Assistant, DB
Migration Assistant, SQL Migration Assistant, Azure
Migrate
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Security is the most critical WAF pillar. Let's get to it and categorize Security measures as Identity Management, Access
Management, Surface Management, Protect Data and finally, Monitor / Audit.

Authentication Modes. Roles: Server, Database, App
Principal, Credentials, Securables. Permission, Permission Hierarchy

Encryption, Encryption Hierarchy. Transparent Data Encryption (TDE)

Always Encrypted, Secure Enclaves. Encrypt Connection with TDS 8.0
Extensible Key Management (EKM). EKM with Azure Key Vault (AKV)
Row Level Security, Dynamic Data Masking, SQL Server Audit
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After Security, generally Cost holds the next priority for clients. Though it's very difficult to talk about this pillar in
isolation. Firstly, every Org needs to establish a baseline Consumption (capacity, cost) Forecast, Budget & Ownership and
then be able to Track and Report consumption. And then, we need to approach Architecture as such to elevate Demand
Management (e.g., throttle) and Supply Management (e.g., scale).

Software Assurance to save on SQL Licenses

Review Features by Edition to reduce costs (SQL2019)

(Azure) SQL VM on Windows, Linux, Dedicated Host, SQL laaS VM Extension
Shift Capex to Opex (Azure Migration):

. Right Sizing, Azure Hybrid

. Reserved Instance, HADR on Azure

. SQL Server Standard VM Scale Sets

. Azure SQL Serverless

Azure Adyvisor (Cost Pillar), Azure Cost Management

PR
WHAT'S NEW Ops Excellence proves the real-world agility and maturity of a business in managing Business Systems. At its core, Ops 3
< eE Excell is all about how SDLC is managed, underscoring practices around Development, Deployment and Operation
ynapse Lin

S3 Integration

Data Virtualization

SQL MI Link

Contained AG, Distributed AG

Defender, Purview, AAD, Arc Integration

Encrypt with TDS 8.0

Intelligent Query Processing

Query Store: Hints, Forced Plans, Secondary Replica
ML Service for Python, R

Database Ledger

It’s impossible to cover all reference out there, let’s focus on...

Skilling: SQL Server Sessions on Data Exposed,

Microsoft SQL Server Blog, Microsoft Tech Community
Channel, Mechanics Channel for SQL 2022 Labs:
SQL for App Dev, ML on SQL Server.

MSFT Offering: SQL Server 2022 Preview
Download, Microsoft Intelligent Data Platform, Early
Adoption Program for SQL 2022, SQL Server End of
Support (2012 or less), SQL Server Migration
Enablement, MSFT Partner Resources for SQL Server
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with Security, Monitoring and Automation embedded every step of the way.

Database Lifecycle Management

Policy Based Server Management

Data Compression: Row, Page, Unicode. Resource Governor

Maintenance Plans, SQL Assessment API, SQL Server PowerShell

CD with Azure DevOps (lab). DACPAC (lab). ARM Templates. SSDT. Retry Logic

Business should take lead on this and define must-have or preferred Availability and Recovery Metrics (SLA, MTTR, MTBF TJ'
etc). This should inform Architecture — outlining High Availability (scale, prevent failure), Disaster Recovery (recognize
failure, and recover) and Monitoring (service uptime, chaos engineering, testing).

Know your Target SLA and Achieved SLA
Always on Availability Group [setup] [reference]

Always on Failover Cluster [setup] [reference]

Database Mirroring. Log Shipping. Replication: Transactional, Merge

Stretch Database. Backup Restore, Accelerated Recovery
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Performance is an interesting pillar — for it can be negatively impacted by almost all other pillars, but positive impact
must be weaved in! Low-cost commitment or subpar operations or security measures can limit it. For this, establish
Monitoring (workload, resources, baseline), Design for Performance, and Remediate Contention.

Monitoring. Most critical input in performance tuning is Baseline — workload & consumption. Workload expectation is
business driven, and Consumption Baseline should be established via monitoring (and adjusted) over a period.

Configure Server for Performance
. Data & Log Files, Temp DB, Server / DB Config
Options for Query Performance

. Index, Partition, Parallelization, Statistics
Tune SQL Server for |O, Memory, CPU
Database Tuning Advisor, Query Tuning Assistant. Automatic Tuning, Query Store



https://vikasrajput.github.io/
https://docs.microsoft.com/en-us/sql/relational-databases/pages-and-extents-architecture-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/sql-server-index-design-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/memory-management-architecture-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/query-processing-architecture-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/thread-and-task-architecture-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/sql-server-transaction-log-architecture-and-management-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/sql-server-transaction-locking-and-row-versioning-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/execution-plans?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/statistics/statistics?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/query-profiling-infrastructure?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/databases/system-databases?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/databases/contained-databases?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/databases/database-files-and-filegroups?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/collations/collation-and-unicode-support?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/blob/binary-large-object-blob-data-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/search/full-text-search?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/sql-server-service-broker?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/master-data-services/master-data-services-overview-mds?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/data-quality-services/data-quality-services?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/spatial/spatial-data-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/graphs/sql-graph-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/xml/xml-data-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/json/json-data-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/clr-integration/common-language-runtime-integration-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/language-extensions/language-extensions-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/tables/tables?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/views/views?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/indexes/indexes?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/sequence-numbers/sequence-numbers?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/t-sql/statements/create-trigger-transact-sql?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/stored-procedures/stored-procedures-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/user-defined-functions/user-defined-functions?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/track-data-changes-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/linux/sql-server-linux-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/linux/quickstart-install-connect-docker?view=sql-server-ver16&pivots=cs1-bash
https://docs.microsoft.com/en-us/sql/big-data-cluster/big-data-cluster-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/sql-server/migrate/dma-azure-migrate-compare-migration-tools?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/dea/database-experimentation-assistant-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/dma/dma-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/dma/dma-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/ssma/sql-server-migration-assistant?view=sql-server-ver16
https://docs.microsoft.com/en-us/azure/migrate/
https://docs.microsoft.com/en-us/azure/migrate/
https://docs.microsoft.com/en-us/azure/synapse-analytics/synapse-link/sql-synapse-link-overview
https://docs.microsoft.com/en-us/sql/relational-databases/polybase/polybase-configure-s3-compatible?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/polybase/polybase-guide?view=sql-server-ver16
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/managed-instance-link-feature-overview
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/contained-availability-groups-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/distributed-availability-groups?view=sql-server-ver16
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-sql-introduction
https://docs.microsoft.com/en-us/azure/purview/how-to-data-owner-policies-arc-sql-server
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/azure-ad-authentication-sql-server-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/sql-server/azure-arc/overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/networking/tds-8-and-tls-1-3?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/intelligent-query-processing?view=sql-server-ver16#sql2022
https://docs.microsoft.com/en-us/sql/relational-databases/performance/query-store-hints?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/optimized-plan-forcing-query-store?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/monitoring-performance-by-using-the-query-store?view=sql-server-ver16#query-store-for-secondary-replicas
https://docs.microsoft.com/en-us/sql/machine-learning/sql-server-machine-learning-services?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/ledger/ledger-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/shows/data-exposed/?wt.mc_id=academic-29191-cxa&products=sql-server
https://cloudblogs.microsoft.com/sqlserver/tag/sql-server-2022-blogging-series/
https://techcommunity.microsoft.com/t5/sql-server/bd-p/SQL_Server
https://techcommunity.microsoft.com/t5/sql-server/bd-p/SQL_Server
https://www.youtube.com/watch?v=ncF-zFzBDAY
https://www.microsoft.com/sql-server/developer-get-started
https://microsoft.github.io/sql-ml-tutorials/
https://www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2022
https://www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2022
https://azure.microsoft.com/en-us/blog/introducing-the-microsoft-intelligent-data-platform/
https://techcommunity.microsoft.com/t5/sql-server-blog/sql-server-2022-early-adoption-program-update-applications-now/ba-p/3275922
https://techcommunity.microsoft.com/t5/sql-server-blog/sql-server-2022-early-adoption-program-update-applications-now/ba-p/3275922
https://www.microsoft.com/en-au/sql-server/sql-server-2012-eos
https://www.microsoft.com/en-au/sql-server/sql-server-2012-eos
https://azure.microsoft.com/en-us/migration/sql-server/#overview
https://azure.microsoft.com/en-us/migration/sql-server/#overview
https://partner.microsoft.com/en-US/solutions/azure/data-migration
https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/server-level-roles?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/database-level-roles?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/application-roles?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/principals-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/authentication-access/credentials-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/securables?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/permissions-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/permissions-hierarchy-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/sql-server-encryption?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/encryption-hierarchy?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-database-engine?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-enclaves?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/networking/tds-8-and-tls-1-3?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/extensible-key-management-ekm?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/extensible-key-management-using-azure-key-vault-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/row-level-security?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/security/dynamic-data-masking?view=sql-server-ver16'
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-database-engine?view=sql-server-ver16
https://cloudblogs.microsoft.com/sqlserver/2019/10/30/new-high-availability-and-disaster-recovery-benefits-for-sql-server/?WT.mc_id=blog-ITOPSTALK-abartolo
https://docs.microsoft.com/en-us/sql/sql-server/editions-and-components-of-sql-server-2019?view=sql-server-ver16
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-server-on-azure-vm-iaas-what-is-overview?view=azuresql
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/linux/sql-server-on-linux-vm-what-is-iaas-overview?view=azuresql
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/dedicated-host?view=azuresql
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-server-iaas-agent-extension-automate-management?view=azuresql&tabs=azure-powershell
https://clouddamcdnprodep.azureedge.net/gdc/986194/original
https://docs.microsoft.com/en-us/sql/relational-databases/databases/estimate-the-size-of-a-database?view=sql-server-ver16
https://azure.microsoft.com/en-us/pricing/azure-vs-aws/cost-savings/?WT.mc_id=blog-ITOPSTALK-abartolo
https://azure.microsoft.com/en-us/reservations/
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-sql
https://azure.microsoft.com/en-au/pricing/details/virtual-machine-scale-sets/sql-server-standard/
https://docs.microsoft.com/en-us/azure/azure-sql/database/serverless-tier-overview?view=azuresql
https://docs.microsoft.com/en-us/azure/advisor/advisor-cost-recommendations
https://docs.microsoft.com/en-us/azure/cost-management-billing/cost-management-billing-overview#understand-azure-cost-management
https://docs.microsoft.com/en-us/sql/relational-databases/database-lifecycle-management?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/administer-servers-by-using-policy-based-management?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/data-compression/data-compression?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/data-compression/row-compression-implementation?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/data-compression/page-compression-implementation?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/data-compression/unicode-compression-implementation?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/resource-governor/resource-governor?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/maintenance-plans/maintenance-plans?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/tools/sql-assessment-api/sql-assessment-api-overview?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/powershell/sql-server-powershell?view=sql-server-ver16
https://devblogs.microsoft.com/azure-sql/continuous-delivery-for-azure-sql-db-using-azure-devops-multi-stage-pipelines/
https://microsoft.github.io/PartsUnlimited/iac/200.2x-IaC-CDAzureSQLdbwithVSTSandVS.html
https://docs.microsoft.com/en-us/sql/relational-databases/data-tier-applications/data-tier-applications?view=sql-server-ver16
https://docs.microsoft.com/en-us/azure/devops/pipelines/targets/azure-sqldb?view=azure-devops&tabs=yaml
https://docs.microsoft.com/en-us/azure/azure-sql/database/arm-templates-content-guide?view=azuresql&tabs=single-database
https://visualstudio.microsoft.com/vs/features/ssdt/
https://devblogs.microsoft.com/azure-sql/configurable-retry-logic-for-microsoft-data-sqlclient/
https://azure.microsoft.com/en-us/services/chaos-studio/
https://docs.microsoft.com/en-us/azure/architecture/framework/resiliency/business-metrics
https://github.com/mspnp/samples/tree/master/Reliability/SLAEstimator
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/overview-of-always-on-availability-groups-sql-server?view=sql-server-ver16
https://techcommunity.microsoft.com/t5/itops-talk-blog/step-by-step-creating-a-sql-server-always-on-availability-group/ba-p/648772
https://www.brentozar.com/sql/sql-server-alwayson-availability-groups/
https://docs.microsoft.com/en-us/sql/sql-server/failover-clusters/windows/always-on-failover-cluster-instances-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/sql-server/failover-clusters/install/sql-server-failover-cluster-installation?view=sql-server-ver16
https://www.brentozar.com/sql/sql-server-failover-cluster/
https://docs.microsoft.com/en-us/sql/database-engine/database-mirroring/database-mirroring-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/database-engine/log-shipping/about-log-shipping-sql-server?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/replication/sql-server-replication?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/replication/tutorial-replicating-data-between-continuously-connected-servers?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/replication/tutorial-replicating-data-with-mobile-clients?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/sql-server/stretch-database/stretch-database?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/backup-restore/back-up-and-restore-of-sql-server-databases?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/accelerated-database-recovery-concepts?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/performance-center-for-sql-server-database-engine-and-azure-sql-database?view=sql-server-ver16#configuration-options-for-performance
https://docs.microsoft.com/en-us/sql/relational-databases/performance/performance-center-for-sql-server-database-engine-and-azure-sql-database?view=sql-server-ver16#configuration-options-for-performance
https://docs.microsoft.com/en-us/sql/relational-databases/performance/performance-center-for-sql-server-database-engine-and-azure-sql-database?view=sql-server-ver16#query-performance-options
https://docs.microsoft.com/en-us/troubleshoot/sql/performance/troubleshoot-sql-io-performance
https://docs.microsoft.com/en-us/sql/relational-databases/in-memory-oltp/monitor-and-troubleshoot-memory-usage?view=sql-server-ver16
https://docs.microsoft.com/en-us/troubleshoot/sql/performance/troubleshoot-high-cpu-usage-issues
https://docs.microsoft.com/en-us/sql/relational-databases/performance/database-engine-tuning-advisor?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/automatic-tuning/automatic-tuning?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/automatic-tuning/automatic-tuning?view=sql-server-ver16
https://docs.microsoft.com/en-us/sql/relational-databases/performance/monitoring-performance-by-using-the-query-store?view=sql-server-ver16

